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1 Introduction

Digital postal payment systems, such as the United States Postal Service's Information-based Indicia
Program (IBIP) rely on secure accounting of postage funds and printing of secure postage information on a
mail piece. The ClickStamp™ Online (CSO) software Client Cryptographic Module (CCM) provides
authentication of client IBIP requests to the remote CSO system. The CCM software module is a separate
DLL inthe CSO client application. The CCM runs on a genera purpose persona computer. The remote
CSO system consists of a set of servers, databases and secure coprocessors in a secure facility. The CSO
system securely performs the accounting and generation of postage indicium information in secure
coprocessor at the secure facility.

1.1 Scope

This document describes the security policy for the client cryptographic module (CCM) of the Pitney
Bowes ClickStamp Online client application. It describes requirements for the CCM only and not the entire
client application, nor any part of the remote CSO system. This policy includes descriptions of the CSO
client application and the remote CSO system where necessary for clarity.

1.2 References

The following documents are referenced by this document, are related to it, or provide background material
related to it:

Data Encryption Standard — FIPS PUB 46-3, January 15, 1999

Digital Signature Standard (DSA) — FIPS PUB 186-2, December 15, 1998

Financial Institution Retail Message Authentication — ANSI X9.19-1996, May 7, 1996
Triple Data Encryption Modes of Operation — ANSI X9.52-1998, July 29, 1998
PCIBI-O, February 23, 2000

PKCS#1 v2.0: RSA Cryptography Standard, October 1, 1998

Secure Hash Standard — FIPS PUB 180-1, April 17, 1995

Security Requirements for Cryptographic Modules — FIPS PUB 140-1, January 11, 1994
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2 Security Level

The CCM cryptographic module is a multi-chip standalone device based on general purpose personal
computer hardware. The cryptographic module meets the overall requirements applicable to Level 1
security of FIPS 140-1.

Table 1: Module Security L evel Specification
Security Requirements Section | Level

Cryptographic Module

Module Interfaces

Roles and Services

Finite State Machine
Physical Security
Software Security
Operating System Security

Key Management

Cryptographic Algorithms
EMI/EMC
Self Test

Pl R R R R R R R R R R

3 Roles and Services

The CCM supports a CCM user role and a CCM crypto-officer role. A CSO customer assumes a CCM
user role by requesting a CCM user service. The CSO server acts as the CCM crypto-officer by providing
keys to the CCM. The first request for any CCM service causes the CCM to initialize and perform a self-
test.

The CCM operates in no authentication mode: neither CCM users nor CCM crypto-officers need to
perform any authentication function in order to use the cryptographic module.

3.1 CCM user services

TDES Sign Buffer: The CCM signs a buffer on behalf of the CCM user by generating a SHA-1 message

digest and TDES encrypting eight bytes of the digest. All key material is actively zeroized before the
TDES Sign Buffer service completes.

Get State: The CCM maintains an internal record of its current state. The Get State function returns the

state. Because the CCM is single-threaded, it should not return a value indicating it is performing a
calculation, as the current command completes befare the get state command. The only returned values
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should indicate that the CCM is not initialized, the security feature self test failed, or the module is ready to
respond to a command.

SHA-1 Buffer: Computes a SHA-1 hash of the contents of a memory buffer. This service is called by the

TDES Sign Buffer service.
SHA-1 File: Computes a SHA-1 hash of afile on disk or other storage media.

3.2 CCM crypto-officer services
TDES Encrypt: Encrypts a TDES key with a TDES key encrypting key. Triple DES in CFB mode is used

for encryption. The CCM crypto-officer provides the TDES key encrypting key. All key material is
actively zeroized before the TDES Encrypt service completes.

TDES Decrypt: Decrypts a TDES key with the TDES key encrypting key. The CCM crypto-officer

provides the TDES key encrypting key. Triple DES in CFB mode is used for decryption. All key material
is actively zeroized before the TDES Decrypt service completes.

4 Algorithms
The cryptographic module implements the following FIPS approved algorithms: DES, TDES, and SHA-1.

DES isused in the generation of atriple DES (TDES) CFB (Cipher Feedback) operation. DESisalso used
to compute a CBC (Cipher Block Chaining) based MAC (Message Authentication Code) during the CCM
code integrity test.

TDES isused in CFB mode for encrypt and decrypt.

SHA-1 is used to hash data for generation of message authentication. It is also used by the client system
configuration manager to demonstrate file integrity.

5 Self-Test

The CCM performs a series of self-tests of all cryptographic functions and a cryptographic check sum of
the CCM binary code. Specifically, the CCM performs three self tests:

1. A SHA-1known answer test
2. A TDESknown answer test that is performed with keyl = key2 = key3.

3. A code integrity test performed by verifying that an externally supplied eight byte value equals a DES
MAC of the CCM binary file.

The CCM performs the self-test before performing any cryptographic operation.

6 Security Rules

This section documents the security rules enforced by the cryptographic module to implement the security
requirements of this module.
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The cryptographic module shall provide the CCM crypto-officer role.
The cryptographic module shall provide the CCM user role.
The cryptographic module shall operate in no authentication mode.

Immediately following the execution of any service request the cryptographic module shall
return to the default state.

After initialization and prior to execution of the first service request, the cryptographic
module shall perform the self-tests defined in section 5.

The cryptographic module shall actively zeroize memory alocated for the keys dynamically
stored in the modul e upon the completion of each cryptographic service request.

The user deletes the code validation key by uninstalling the cryptographic module using the
Microsoft Windows® operating system uninstall facility to remove the ClickStamp Online
application.

7 Items Protected by the module

The module does not store any Security Relevant Data Item (SRDI) internal to the module. The TDES
signing key is stored encrypted on the hard drive of the personal computer. The code validation key is
hard-coded in the CCM binary code. Thiskey isloaded into the module during the code integrity self test.

1
2.
3.

TDES Signing Key: Thisis atwo-key TDES key used to authenticate messages.

Key Encryption Key: Thisisatwo-key TDES key used to encrypt and decrypt key material.

Code Validation Key: This is a single DES key used to calculate a MAC on the crypto
module binary executable code.

7.1 Definition of SRDI Modes of Access

1.

Encrypt Key with Key Encryption Key: This operation uses the key encryption key to
encrypt a TDES signing key on behaf of the CCM crypto-officer. This mode is
implemented in the TDES Encrypt service.

Decrypt Key with Key Encryption Key: This operation uses the key encryption key to
decrypt a TDES signing key on behaf of the CCM crypto-officer. This mode is
implemented in the TDES Decrypt service.

Sign Message: This operation uses the TDES signing key to sign a message on behalf of the
CCM user. The key encryption key is provided by the CCM user. This mode is
implemented in the TDES Sign service.

Code Integrity Test: This operation uses the code validation key to compute a DES CBC
based MAC of the binary executable file that implements the crypto module. The code
validation key hard coded in the CCM binary code.
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Table 2: Security Relevant Data Item M odes of Access
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[TDES Encrypt X
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SHA-1 Buffer X
SHA-1 File X
[Get State X

Table 2 shows, for each user role, the SRDI modes of access required by each user service request. Anx in
auser role column indicates that role is authorized to perform the corresponding user service. Each user
service row has an x for each SRDI mode of access required by that service.
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